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1. Overall Description:
SA3 has revisited UP integrity protection for EDT data and would like to provide the following feedback to RAN2 and RAN3.

The current EDT UP integrity protection mechanism that is documented in TS33.401 v15.6.0 assumes the UE transmits a single PDCP PDU during the EDT Resume procedure.

Upon further analysis, SA3 concluded that the current solution as in TS33.401 v15.6.0 does not address the case when the UE transmit multiple PDCP PDUs in the same EDT Resume procedure. Therefore, SA3 would like to inform RAN2 and RAN3 with possible options for the case of multiple PDCP PDUs.

Option 1: Predefined order of the HASHes of the PDCP PDUs 
Using a predefined order rule which defines the order in which the HASHes of the PDCP PDUs are used when calculating the ShortResumeMAC-I. 

[bookmark: _GoBack]For example, the predefined order rule can be as “Increasing DRB ID followed by increasing PDCP SN”. This could be done on just the transmitted LSBs of PDCP SN or the complete PDCP SN as long as it is clearly specified which one. As an example; in case we have DRB1-ID=10 and DRB2-ID=13, then the order of HASHes should be as follows for 3 PDCP PDUs. PDCP PDU1 (DRB-ID=10, PDCP SN=0), PDCP PDU2 (DRB-ID=10, PDCP SN=1), PDCP PDU3 (DRB-ID=13, PDCP SN=0). 

Therefore, the order of VarShortResumeMAC-Input parameters can be defined as follows:
C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU1, HASHPDU2, and HASHPDU3.

Option 2: Order of PDCP PDUs HASHes communicated to eNB
This solution requires changes to ASN.1 where the UE informs the eNB with the order of the PDCP PDUs HASHes.

Option 3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.

SA3 would like RAN2 and RAN3 to evaluate the above options and to inform SA3 with their feedback. 

2. Actions:
To RAN2 and RAN3 group.
ACTION: SA3 kindly requests RAN2 and RAN3 to evaluate the above options and inform SA3 with their feedback.


3. Date of Next TSG-SA WG3 Meetings:
SA3#94-adhoc	                11 – 15 March 2019			Kista, Sweden
SA3#95	                6 - 10 May 2019			TBD

